
Privacy Notice
Effective: February 10, 2023

This is the privacy notice (“Privacy Notice”) of Stonemaier LLC (“Stonemaier,” “we,” “us,” or “our”).

We at Stonemaier recognize the importance of protecting your personal information. To demonstrate our commitment 
maintaining the privacy of your personal information, we have created this Privacy Notice to inform you of our privacy
practices for the personal information that we collect and receive through use of our products and services either offlin
person or online (collectively, the “Services”). Our online operations include all websites and applications (collectively, 
“Sites”) of Stonemaier.

You can also download a copy of our Privacy Notice.

What Personal Information
Stonemaier Collects
What personal information we collect depends on what Services you choose to use and how you interact with us.

Contact information such as name, email address, mailing address, and phone number, while completing an on
contact form, as part of a registration, survey, competition or an information request. The data are deleted as soo
they are no longer needed to achieve the purpose for which they were collected.
Account information such as any username that you may select in connection with establishing an account on
Sites.
Financial and payment information such as information we need to complete a rental including a credit or de
card number.
Internet Activity such as your Internet Protocol (“IP”) address, browsing history, your search history and
information on your interaction with the Sites.
Commercial Information including products or services you have purchased, returned, exchanged, or consider
your preferences.
Job Applicant Information including professional or employment-related information (such as education and
employment history) and any other information you provide in connection with applying and interviewing for
employment at Stonemaier. If we retain you as an employee, this may include, among other things, your Social
Security number or taxpayer ID.
Other personal information collected online or offline to help us better identify and offer Services and
information that we believe may be of interest to you, or help us better understand your experience with our
Services.
Communications with us including interactions with us and contacts through social media channels, photogra
images, videos, comments, product reviews, testimonials, and other content).
Inferences drawn from any of the personal information described above to create a profile about your preferenc
behavior, characteristics, and attitudes.
Geolocation: location in real time when you have activated this service to offer our products and services
depending on where you are located.



How Stonemaier Collects Personal
Information
We may collect personal information from various sources, including:

Personal information that you provide. We may collect personal information that you provide to us when you
create an account or use our Services. Such information may include, but not be limited to, contact information
(such as your name, phone number, and email address).
Personal information collected when you interact with our Sites. When you visit our websites, open or click
emails we send you, or interact with our advertisements, we automatically collect certain information using onli
tracking technologies such as pixels, and cookies. For more information about this, please see our cookies
section below.

If you choose to submit any Personal Information relating to other people, you represent that you have the authority to
so and permit us to use the information in accordance with this Policy.

You may choose not to provide some of your personal information to us, but this may prevent us from providing our
Services to you, or limit our ability to provide you with the level of service that you would otherwise expect from us. For
example, if you obscure your IP address and you click on a product on our website, you may not be directed to the corre
regional webstore.

From time to time, we may use or augment the personal information we have about you with information obtained from
other sources, such as public databases, social media platforms and other third parties.

How Stonemaier Uses Personal
Information
To provide the level of service we believe you expect from us, we may use your personal information to:

Provide and develop our Services. We collect information to provide our Services, offer support, maintain our
Sites, and better understand the interests of our customers. We may also use your information to customize your
experience with Stonemaier such as recognizing you when you visit our websites, remembering your preferences
showing you more relevant advertisements.
Process transactions. We collect payment information to process your transactions and deliver our Services.
Communicate with you. We use your information to respond to your inquiries from you. We may send you
administrative communications regarding our Services and any rentals you may have reserved. We may also noti
you about special promotions or offers that may be of interest to you and invite you to participate in surveys abo
our products or services.
Email Marketing. We may periodically send you relevant alerts and newsletters by e-mail. To help improve our
marketing activities, we often receive a confirmation when you open an e-mail or click on a link included in one 
these emails, if your computer supports such capabilities. Instructions on how to unsubscribe from these alerts a
newsletters are included in each e-mail.



Analytics and Personalization. We use personal information to conduct research and analytics, including to
improve our services and product offerings; to understand how you interact with our websites, advertisements, a
communications with you; to determine which of our products or services are the most popular; to improve our
websites, and marketing campaigns; to personalize your experience; to save you time when you visit our website
to customize the marketing and advertising that we show you; to create a more personalized experience for you
when you visit our stores; to provide services; to better understand our customers’ needs; and to provide
personalized recommendations about our products and services.
Security and Fraud Prevention. We may use personal information to monitor, detect and prevent fraud and
improper or illegal activity and protect you, Stonemaier, our other customers, and the public. We also use data to
secure our online services including our network, websites and apps debug our online services.
Comply with Law. To comply with applicable law, comply with Stonemaier’s legal and regulatory obligations, an
defend ourselves in litigation and investigations and to prosecute litigation.
Applicant. We use Job Applicant Information to make decisions about recruitment and in anticipation of a cont
of employment. Providing this information is required for employment.

We may use personal information collected from any of the sources listed in “How Stonemaier collects personal
information” section of this policy for our internal business purposes, such as data analysis, audits, developing new
products, enhancing our Services, identifying usage trends and determining the effectiveness of our promotional
campaigns. We may also use inferences drawn from personal information to create a profile reflecting your preferences

How Stonemaier Discloses Your
Personal Information
Stonemaier may disclose your personal information within the Stonemaier family of companies. We may also disclose y
information to our service providers, who act on our behalf, our partners and collaborators, and with other entities at yo
direction. Stonemaier does not sell personal information or disclose personal information to third parties to use for the
own benefit.

Below are more details on the parties to whom Stonemaier discloses data.

Service Providers. We disclose certain personal information to service providers that perform services to suppo
our core business functions and internal operations including: fulfilling orders; delivering packages; complying 
your request for the shipment of products to; sending e-mails; analyzing customer data; processing credit card a
debit card payments; investigating fraudulent activity;
Collaborators. Collaborators are partners or other organizations, such as fulfillment centers, with which we join
develop and/or promote our Services.
Public Forums. Some of our websites provide the opportunity to post content in a public forum. If you decide to
submit information in these public forums, that information will be publicly available.
In connection with a merger, acquisition, or business transfer. We may disclose personal information with
another company that buys some, or all, of the assets or stock of Stonemaier, and that company may use and
disclose personal information for purposes similar to what is described in this policy. Stonemaier may also disclo
personal information with prospective purchasers to evaluate the proposed transaction.
Government, regulatory, and law enforcement agencies. Stonemaier reserves the right to disclose your
information to respond to authorized information requests from government authorities, to respond to valid jud
requests, to address national security situations, to provide security and investigate potential fraud, or when
otherwise required by applicable law. Stonemaier may also disclose your personal information as required by law
any competent law enforcement body, regulatory or government agency, court or other third party where we bel
the disclosure is necessary or appropriate to comply with a regulatory requirement, judicial proceeding, court or



government request or legal process served on us, or to protect the safety, rights, or property of our customers, t
public, Stonemaier or others, and to exercise, establish or defend Stonemaier’s legal rights.

How We Protect Your Personal
Information
Personal information is maintained on our servers or those of our service providers, and is accessible by authorized
employees, representatives, and agents as necessary for the purposes described in this privacy policy.

We realize that individuals trust us to protect their personal information. We maintain reasonable and appropriate phys
electronic, and procedural safeguards designed to help protect your personal information. While we attempt to protect 
personal information in our possession, no method of transmission over the internet or security system is perfect, and w
cannot promise that information about you will remain secure in all circumstances.

For your convenience, our websites include functionality that allows you to remain logged in so that you do not have to
enter your password each time you want to access your account. If you choose to remain logged in, you should be aware
that anyone with access to your device will be able to access and make changes to your account and may be able to mak
purchases through your account. For that reason, if you choose to remain logged in, we strongly recommend that you ta
appropriate steps (such as enabling the “Passcode Lock” security feature on your mobile device) to protect against
unauthorized access to, and use, of your account. Please also notify us as soon as possible if you suspect any unauthoriz
use of your account or password.

Your Rights
Consistent with applicable law, you may exercise the rights described in this section. Please note that some of the right
may vary depending on your country, province, or state of residence.

The Right to Opt Out of Cookies and Sale/Sharing Using Online Tracking Technologies
Our use of online tracking technologies may be considered a “sale” / “sharing” under applicable law. Visitors to our US
website can opt out of being tracked by these third parties by clicking the “Cookies Settings” link at the bottom of our
website.

If you do not have a webstore Stonemaier account or if you are not logged into your Stonemaier account, your request t
opt out of “sale” / “sharing” will be linked to your browser identifier only and not linked to any account information bec
the connection between your browser and the account is not known to us.

California and Colorado residents may opt out by broadcasting an Opt-Out Preference Signal, such as the Global Privacy
Control (GPC) (on the browsers and/or browser extensions that support such a signal). To download and use a browser
supporting the GPC browser signal, click here: https://globalprivacycontrol.org/orgs. If you choose to use the GPC signa
you will need to turn it on for each supported browser or browser extension you use.

If you would like us to make the connection between your browser and your account when you send the opt-out of “sale
“sharing” of your personal information request or GPC signal, and you have not yet opted out of “sale” / “sharing” your

https://globalprivacycontrol.org/orgs


personal information, we recommend you submit the Do Not Sell or Share Personal Information form that is in Your Pri
Choices. As stated above, the Your Privacy Choices link is available at the bottom of our website.

Residents of Colorado, Connecticut, and Virginia can opt out of targeted advertising by clicking the “Your Privacy Choic
link at the bottom of our website and selecting the appropriate preferences.

Categories of personal information disclosed that may be considered “sale” / “sharing”: Basic Identifying Information,
Device Information and Other Unique Identifiers, Internet or Other Network Activity, and Commercial Data.

Categories of third parties to whom personal information was disclosed that may be considered “sale”/ “sharing” includ
advertisers and marketing partners, data analytics providers, and social media networks.

The Right to Accessing, Correcting, and
Deleting Personal Information

You may have the right to request access to and receive details about the personal information we maintain about you a
how we have processed it, correct inaccuracies, get a copy of, or delete your personal information. You may also have th
right to withdraw your consent to our processing of your personal information. If you are a resident of California, Color
Connecticut, or Virginia you have the rights to access, correct, and delete personal information under the applicable law
(when these laws become effective). If you are a resident of Canada, you have the right to access your personal informat
and withdraw your consent from processing. These rights may be limited in some circumstances by applicable law.

Access and Deletion

You can submit a request to access or delete your personal information, or withdraw consent, by:

Submitting a Request Form to privacy@stonemaier.com or 3407 S Jefferson Ave Suite 151, St. Louis, MO 63118

If you are a Canadian resident and want to withdraw consent to processing, please submit a deletion request by submitt
the form, or calling the number, above.

Typically, we retain your personal information for the period necessary to fulfill the purposes outlined in this privacy
policy, unless a longer retention period is required or permitted by law. Please note that in many situations we must ret
all, or a portion, of your personal information to comply with our legal obligations; resolve disputes; enforce our
agreements; protect against fraudulent, deceptive, or illegal activity; or for another one of our business purposes.

Corrections

You can correct information related to your account by logging into your account on our website or by contacting us
at privacy@stonemaier.com or 3407 S Jefferson Ave Suite 151, St. Louis, MO 63118.

https://stonemaiergames.com/privacy-notice/your-privacy-choices/
https://stonemaiergames.com/privacy-notice/your-privacy-choices/
mailto:privacy@stonemaier.com
mailto:privacy@stonemaier.com


You may submit a request for a copy of the information collected about you by following the steps outlined in the “Your
Rights” section above. California residents may do so for personal information collected in at least the last 12-months.
California and Colorado residents may do so up to twice per year per customer.

Responding to Requests

Once you have submitted your request, we will respond within the time frame permitted by the applicable law. Please n
that we may charge a reasonable fee for multiple requests in the same 12-month period, as permitted by law.

Appealing Requests

If you are a Colorado, Connecticut, or Virginia resident, you may appeal our decision to your request regarding your
personal information. To do so, please contact us in any of the ways listed in the “Contact Us” section, including
privacy@stonemaier.com. We respond to all appeal requests as soon as we reasonably can, and no later than legally
required.

Identity Verification

For us to process some requests, we will need to verify your identity to confirm that the request came from you. We may
contact you by phone or e-mail to verify your request. Depending on your request, we will ask for information such as y
name, an e-mail address that you have used with us. For certain requests, we may also ask you to provide details about t
most recent purchase you made online or in store.

Managing Communication Preferences

Email

You can stop receiving promotional e-mails at any time by clicking on the “unsubscribe” link at the bottom of any
promotional e-mail that you receive from us.

Removing Content from our Public Forums

You can request that we remove content or information that you have posted on a public page on some of our websites 
e-mailing details to Customer Service at privacy@stonemaier.com. Please note that while we will endeavor to honor yo
request, our removal of your content or information does not ensure complete or comprehensive removal of that
information from our website. For example, historical copies, or “caches,” may remain.

mailto:privacy@stonemaier.com


California Residents
Below are the categories of personal information that Stonemaier collected for a business purpose or shared with third
parties in the past twelve (12) months.

Categories of Personal Information We
May Collect, Disclose, or Share

Purposes for Collection
/ Use

Applicable
California
Residents

Categories of Th
Parties To Who
PI may be
Disclosed or Sh

Name, contact details, and other
demographic information (e.g., name,
email address, mailing address, phone
number, driver’s license number, and
emergency contact information)

Provide you with our
Services, process
transactions, and
communicate with you

Customers,
Site visitors

Service, Provide
Fulfillment cent

Account information (e.g., username,
email, and password on your Stonemaier
account)

Provide you with our
Services, process
transactions, and
communicate with you

Customers,
Site visitors Service Provider

Financial and payment information (e.g.,
information used to complete a
transaction)

Provide you with our
Services, and process
transactions

Customers,
Site visitors Service Provider

Usage Data / Internet Activity (e.g., IP
address browsing and search history)

Provide you with our
services, prevent fraud Site visitors Service Provider

Inferences (e.g., inferences drawn from any
of the information identified above to make
a profile of a California resident, including
preferences, behavior, characteristics, and
attitudes)

Provide you with our
Services

Customers,
Site visitors Internal use onl

Retention
Stonemaier will retain PI for the length of time needed to fulfil the purposes outlined in this privacy policy and for acco
history purposes unless a longer retention period is required or permitted by law or when needed to manage disputes an
claims. Data may also be kept for studies and statistics after having been processed so as to prevent it being reassigned 
identified persons. Stonemaier may also need to retain documents that contain PI for a longer period to comply with
preservation obligations in litigations and government investigations.



Website Tracking and the Use of
Cookies and Other Technologies
If you use our Sites, certain information may be collected from your computer in the course of your use of our Sites. As w
many websites, we may use both session based and persistent “cookies” and/or other technology (e.g., web bugs, e-mail
bugs, clear GIFs, web beacons, tracker GIFs and “clickstream” data logs) in our Sites or in our electronic communication
with you to enhance the functionality of our Sites and Services. These technologies also make your transactions and oth
activities more convenient and efficient.

Cookies

“Cookies” are small amounts of data that a website can send to your web browser and store on your computer. It is our
policy not to save sensitive data, such as passwords or credit card information in cookies.

Most web browsers are initially set up to accept cookies. You have the option of disabling or refusing cookies at any tim
your browser preferences. However, note that some parts of our Sites will not function properly or may be considerably
slower if you refuse cookies. For example, without cookies, you will not be able to set personalized preferences, and/or m
have difficulty completing transactions. To find out more about cookies, visit www.aboutcookies.org.

What Cookies are Used on Our Website?

When you visit our Site, we may install the following types of Cookies in your Terminal:

Technical cookies to make your navigation on the site possible, to ensure the security of the site, to secure it
against fraud and to allow you to access the various products and services of the site. Find out more.
Audience measurement cookies allowing us to produce traffic statistics, to compare them with those of other 
and to decide on actions (such as sending you an email). Find out more.
Advertising cookies and social networks allowing us to display advertisements on this Site (including social
networks) adapted to your profile established by the combination of data between your browsing habits and data
from Stonemaier and third-party customer databases. Find out more.
Personalization cookies allowing us to recommend products, services and content that best meet your preferen
and to offer you certain promotional offers. Find out more.

How are you Informed?

When you visit our Site for the first time and Stonemaier plans to place Cookies other than “technical”, we inform you t
we use Cookies using a cookie management module including information notices and settings appearing on the home
page of the Site. By clicking on “Accept all”, you consent to our use of Cookies as described in our Cookies management
module. That being said, you can modify the settings relating to cookies at any time by clicking on the link to the Cooki
management module on our home page (“Cookie Preferences”).



Below you will find more information about cookies and how you can manage your cookie settings.

Storage Period and Consequence of Blocking
Cookies

Types of cookies The duration of the
conversation Consequences of blocking

Technical cookies
Their lifespan is very short,
generally the time of the
session and at most one year.

Risk of no longer being able to access the Site and/o
the Services of the Site

Personalization
cookies

Their lifespan is very short,
generally the time of the
session, a few hours and a
maximum of one year.

Lack of adaptation of the presentation of the site to
display preferences of your terminal, your centers o
interest, your navigation and the memorization of y
passwords and information relating to the forms
completed on the website

Audience
measurement
cookies

The lifetime of these
audience measurement
Cookies does not exceed 24
months.

No consequences on the use of the website.

Advertising cookies
and social networks

The lifetime of these
Advertising Cookies does not
exceed 13 months.

No consequences on the use of the website. On the
other hand, their deletion will not lead to the cessat
of advertising on the Internet. This will only have th
effect of displaying an advertisement that does not 
your interests into account.

Your Choices Regarding Cookies

By using our site, you can consent to the use of the aforementioned Cookies. Your choices are kept for six (6)
months. However, you can choose at any time to deactivate all or part of these Cookies.

Click the “Cookies Settings” link at the bottom of our website to access the settings which allow you to control the use o
the cookies.



Transfers of Personal Data Outside
the European Union
Please note that some of our partners offering digital advertising services being located outside the European Union, th
data collected using cookies may be transferred to countries that are not members of the European Union, whose legisla
on the protection of personal data differs from that applicable in UK. We strictly require our partners to use the informa
collected using Cookies on our Site only to manage or provide the services requested and ask them to always act in
accordance with applicable data protection laws. personal information and to pay particular attention to the confidenti
of the information transmitted.

For Deeper Understanding the Use o
Cookies

“Technical” Cookies

Technical Cookies include cookies strictly necessary for browsing the Site (such as session identifiers), as well as
Functionality Cookies which allow you to access specific functions, in particular to recognize you, to report your visit to
such or such page and thus improve your browsing comfort, in particular by:

storing information relating to a form that you have completed on our Site (registration or access to your accoun
or to products, services or information that you have chosen on our Site (subscribed service, content of an order
basket, etc. .),
allowing you to access reserved and personal areas of our Site such as your account, using identifiers or data tha
you may have previously entrusted to us,
implementing security measures, for example when you are asked to log in again to content or a service after a
certain period of time,
adapting the presentation of the site to the display preferences of your Terminal (language used, display resoluti

Technical Cookies also include cookies necessary for real-time monitoring of any malfunctions occurring on the Site. Th
cookies make it possible to minimize the duration of identification of failures in order to implement corrective actions 
soon as possible to ensure the best continuity of service of the Site.

You can object to the use of this type of cookie and delete it by using your browser settings, however you may no longer
able to access to the Site and/or services of the Site.

Payment Security Cookies



Cookies can be used to fight against fraud on the Internet (prevention of payment fraud, identity theft, etc.) In this resp
Stonemaier or its service providers acting on its behalf may deposit, subject to your rights, tracers in order to collect
information relating to the Terminal that made it possible to carry out the order (in particular the operating system use
the use or not of a proxy, etc.). These “fingerprint” type tracers associated with your order data are used to validate your
order. This information may be transmitted to any third party authorized by law or to fraud prevention and detection
service providers designated by Stonemaier for the sole purpose of verifying the identity of the buyer, the validity of the
order,

However, in the event of refusal to note the use of cookies for the purposes of securing transactions, your order cannot b
validated automatically and must be the subject of a manual review. You may be asked for proof of identity in order to
validate your order.

If you have any questions about these checks or if your orders are blocked, please contact Customer Service (see
the Contact Us section).

Audience Measurement Cookies

Audience measurement cookies make it possible to measure the audience of the various contents and sections of our Si
in order to evaluate them and better organize them, and in particular to:

establish statistics and volumes of visits and use of the various elements making up our Site (section and conten
visited, routes) allowing us, if necessary, to detect navigation problems and consequently to improve interest an
ergonomics of our services
adapt the presentation of our Site or our advertising spaces to the display preferences of your terminal (languag
used, display resolution, operating system used, etc.) during your visits to our Site, depending on the equipment
viewing or reading software that your terminal includes.
measure the effectiveness of our emailing campaigns, allowing us to initiate relevant commercial actions based 
the information thus collected (for example the sending of a new message or a personalized offer).

Audience measurement cookies are issued by us or by our service providers.

The traffic analysis services used by this Site only produce and send our technical service providers aggregated statistic
and traffic volumes. These statistics are reconciled with the statistics of visits to other sites, as well as with your custom
data.

The Site may use a tool called “Google Analytics” to collect information about the use of the Site. Google Analytics colle
information such as how often users visit this site, what pages they visit when they do so, and what other sites they use
prior to coming to this Site. We use the information we get from Google Analytics to maintain and improve the Site and
products. We do not combine the information collected through the use of Google Analytics with personally identifiable
information. Google’s ability to use and share information collected by Google Analytics about your visits to this Site is
restricted by the Google Analytics Terms of Service, available at http://www.google.com/analytics/terms/us.html, and th
Google Privacy Policy,available at http://www.google.com/policies/privacy/. You may learn more about how Google coll
and processes data specifically in connection with Google Analytics at http://www.google.com/policies/privacy/partner
You may prevent your data from being used by Google Analytics by downloading and installing the Google Analytics Op
out Browser Add-on, available at https://tools.google.com/dlpage/gaoptout/.

You can choose to disable the use of cookies for statistical analysis of your browsing data. To do this, see the Your choic
regarding Cookies section.

http://www.google.com/analytics/terms/us.html
http://www.google.com/policies/privacy/
http://www.google.com/policies/privacy/partners/
https://tools.google.com/dlpage/gaoptout/


Advertising Cookies

Purpose

The use of advertising cookies makes it possible to determine the advertising content for the promotion of the products
and/or services offered on our website exclusively and likely to correspond to the centers of interest deduced from the
previous navigation of the terminal concerned, in particular in:

counting the total number of advertisements displayed by us on our advertising spaces, to identify these
advertisements, their respective number of displays, the number of users who clicked on each advertisement and
applicable, the subsequent actions carried out by these users on the pages to which these advertisements lead,
adapting the advertising content of our Site and on terminal by our advertising spaces as well as our offers,
according to the navigation of your terminal on our Site and the purchases that you can make
insofar as you have provided us with personal data, in particular your electronic contact details, during your
registration, your order, to associate this data with navigation information in order to address you , for example,
electronic prospecting or to display on your terminal, within advertising spaces that we issue, personalized
advertisements which are specifically intended for you and likely to be of personal interest to you;
send you electronic prospecting based on your user profile.

How is information collected by Advertising Cookies?

Advertising Cookies are placed on the user’s terminal using tracking technologies (“Tracker”) provided by our partners
which are inserted into the pages visited on the Site.

This Tracer will automatically transmit information on the content of the page visited. This information is associated w
the identifier contained in the Cookies placed on your Terminal.

How is this information associated?

When you have an online account, or when you place an order, the information collected using advertising Cookies on t
Site is reconciled and combined with that from of the use of your account or our products and services and thus make it
possible to draw up your user profile which is used for the purposes of advertising targeting and commercial prospectin

What is the point of seeing advertisements adapted to your

navigation?

Your interest in the advertising content that is displayed on your Terminal when you consult a Site often determines th
advertising resources of the latter allowing it to operate its services, often provided to users free of charge. This allows u
and third parties to display advertisements that are relevant to what interests you rather than advertisements that are o
interest to you.



Visiting Third-Party Websites
Our Sites may contain links or references to third party websites. These websites are outside of our control, and the priv
policies of these sites may differ from our own. Please be aware that we have no control over these third-party websites
our Privacy Notice does not apply to such websites. We encourage you to check the terms of use and privacy policies of 
websites before disclosing any personal information via such websites.

Occasionally when linking to a third-party website from our Sites, you may still see Stonemaier affiliate logo or a
Stonemaier affiliate website frame. This is to provide you with a seamless experience when visiting our Sites. In these c
you are no longer on our Sites but the third-party website, and therefore the information collection practices of the thir
party’s website may differ from Stonemaier’s. The privacy notice of the third party website will govern how information
collected from you is used by the owner of the website. You can always know what website you are on by checking the
Uniform Resource Locator (URL) in the location bar within your browser.

Linking your Stonemaier Accounts t
Your Social Profiles

Social Sharing

In an effort to provide our customers with new ways of sharing content, we may enable some of our online content to b
shared on social websites through hosted sharing links and icons. Users who share content and links through their socia
media profiles should be aware that all activities of this nature are public.

Please note, when you share (with or without adding your own comments) any of our content on your social media prof
that action is governed by the privacy notice of that social media platform, and not Stonemaier’s Privacy Notice. We do 
track or store a record of those comments or actions.

If you choose to participate in posting or sharing activities, you are electing to share and display such public activities v
our Sites. Due to the public nature of your posting or sharing your posts may be included in RSS feeds, APIs and made
available to other websites via other formats. As a result, your public activities may appear on third-party websites, blog
feeds. We are not responsible for any personal information you CHOOSE TO MAKE PUBLIC VIA YOUR SHARED
POSTS.

How We Protect the Security of
Personal Information



The security of your personal information is important to us. We exercise reasonable care in implementing generally
accepted standards of security to protect your personal information from loss, misuse and unauthorized access, disclosu
alteration or destruction, such as firewalls and Secure Socket Layer (SSL) encryption for some of your more sensitive
personal information.

Unfortunately, “perfect security” does not exist on the Internet, and no data transmission over the Internet can be
guaranteed to be 100% secure. As a result, while we strive to protect your personal information, we cannot guarantee th
personal information stored on our servers, or transmitted to or from a user, will be free from unauthorized access. By u
our Services and corresponding with us, you acknowledge that you understand and agree to assume these risks.

You are responsible for maintaining the strict confidentiality of your account passcode, membership numbers and pin
numbers, and you will be responsible for any access to or use of our Sites by you or any person or entity using a passcod
provided to you, whether or not such access or use has been authorized by or on behalf of you, and whether or not such
person or entity is your employee, relative or agent. In the event of the unauthorized use of your passcode, account, or
membership number, or any other breach of security involving your information as it pertains to Stonemaier, you agree
immediately notify us. It is your sole responsibility to ensure that you exit from your account at the end of each session
control the dissemination and use of your passcode, control access to and use of your account and membership number
and notify us when you desire to cancel your account on our Sites. We will not be responsible or liable for any loss or
damage arising from your failure to comply with this provision.

In addition, some personal information will be stored on your mobile device if you choose to use our mobile app
(“Stonemaier Scores”). In this case, you are solely responsible for protecting the security and integrity of all such person
information, and we are not responsible for any disclosure of personal information or for any use of your account that
someone may make using the mobile app on your mobile device, even if such use is not authorized by you.

It is our policy that we will never request your sensitive personal information, such as your credit card number, passcod
membership number or pin number, in an e-mail, text or on a website that is not located at the domain name used by
Stonemaier or an affiliate. If you receive an e-mail or other correspondence requesting that you provide any such
information via e-mail or to a website that is not on such domain name, please do not provide such information, and re
such request to our privacy officer at privacy@stonemaier.com.

Your Marketing Choices
You can opt-out of our use and disclosure of your personal information for marketing purposes and customer satisfactio
surveys, and/or withdraw your prior consent for same, by following the instructions included in the email or survey. Upo
requesting an opt out, we will work to comply with your request as soon as we can; however, please note that it often ta
some time to process these requests. Therefore, it is possible that you may receive promotions scheduled prior to our
receipt of your withdrawal of consent.

We may also provide additional methods for you to opt-out of having your personal information used or disclosed for
promotional and marketing purposes.

Please note, even if you opt out of receiving marketing or commercial communications, we retain the right to send you
non-marketing communications such as correspondence about your existing business relationship with us, information
about reservations or rentals, payment receipts, or notifying you of updates to our Privacy Notice or Terms of Use.

mailto:privacy@stonemaier.com


Your Privacy Choices
You may have certain rights and choices regarding our processing of your personal information. Depending on where yo
reside, applicable law may entitle you to additional consumer rights, including the right to:

Know the categories and/or specific pieces of personal information collected about you, including whether your
personal information is sold or disclosed, and with whom your personal information was shared
Access a copy of the personal information we retain about you
Request deletion of your personal information
Correct or update inaccurate personal information
Opt-out of sharing personal information for cross-context behavioral advertising purposes. To opt-out of
Stonemaier sharing your information for cross-context behavioral advertising, please click here.

We reserve the right to verify your identity in connection with any requests regarding personal information to help ensu
that we provide the information we maintain to the individuals to whom it pertains, and allow only those individuals or
their authorized representatives to exercise rights with respect to that information. If you are an authorized agent maki
request on behalf of a consumer, we may require and request additional information to verify that you are authorized to
make that request.

We reserve the right to deny your request if we cannot verify your identify. Where we deny your request in whole or in p
we will endeavor to inform you of the denial, provide an explanation of our actions, and the reasons for the denial.

We will not restrict or deny you access to our Services because of choices and requests you make in connection with you
personal information. Please note, certain choices may affect our ability to deliver the Services. For example, if you ask 
to delete your email address information from Mailchimp, you will not receive Stonemaier newsletters to that email
address.

If you wish to contact us to access or correct your personal information we have, or to inquire or provide feedback abou
privacy practices, you can email us directly at contact@stonemaiergames.com or submit a request via our app(s).

Mobile and Location-Based Services
Where you consent, Stonemaier may provide apps that can be downloaded to smart phones or other devices. These app
provide services and may collect personal information that will be used in accordance with this Privacy Notice.

Stonemaier apps may use the device’s Global Positioning System (GPS) technology to provide relevant location-based
information. To the extent any geo-location data is combined with personal information, that information will be treate
personal information in accordance with this Privacy Notice.

You may stop sharing your location data by adjusting your mobile device’s location services settings. For instructions on
changing the relevant settings, please contact your service provider or device manufacturer.

https://stonemaiergames.com/privacy-notice/your-privacy-choices/
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Children’s Privacy
Our Sites and Services are not directed to children under the age of 18. If you are under the age of 18, then please stop u
our Sites or our products and Services and do not provide us with personal information of any kind whatsoever. If we lea
that we have collected personal information from a child under the age of 18, we will endeavor to delete that informatio

International Data Transfers
The Site is controlled and operated by us from the United States and is not intended to subject us to the laws or jurisdic
of any state, country or territory other than that of the United States. Any information you provide to us through use of
Sites and Services may be stored and processed, transferred between and accessed from the United States and other
countries which may not guarantee the same level of protection of personal information as the one in which you reside
may need to send your personal information overseas as part of our normal business operations. Provided the data
protection laws of these other countries differ from those in the United States, please be assured that we take reasonabl
steps to ensure that your privacy is protected.

Changes to this Privacy Notice
We may at any time in our sole discretion revise or update this Privacy Notice. We will post any changes on this page an
indicate at the top of this page the date this Privacy Notice was last revised. You may read a current, effective copy of th
Privacy Notice at any time by visiting this page. We will also notify you of any material changes either through a pop-up
notice, email or through other reasonable means. We encourage you to periodically review this Privacy Notice in order t
keep apprised of any changes.

Contact Us
If you have questions about this Privacy Notice, or if you would like to request to exercise any individual rights, please
contact us by emailing us at privacy@stonemaier.com, or write to the following address or call our toll-free number:

Stonemaier Games
3407 S Jefferson Ave Suite 151
St. Louis, MO 63118

Toll free number: (314) 338-3269
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